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INTRODUCTION 
The ICT unit provides ICT services that are available to all ILRI Staff anywhere in the world .In 
some offices, arrangements are in place to provide some of these services locally from your 
Host Centre. Your recruitment package included the ICT Policies that are relevant to your 
position. Please ensure that you have read these policies, in particular the ICT Privacy and 
Acceptable Use Policy (http://ict.worldagroforestry 
ilri.org/ICT_Privacy_and_Acceptable_Use_policy). 
 
An ICT portal (http://ict.worldagroforestry-ilri.org) is available and maintained to provide you 
with detailed information on all the ICT Services available as well as how to request for them. 
NETWORK ACCESS/EMAIL / INTERNET SERVICES 
 
New Staff 
The HR Unit in conjunction with your Office administrator are responsible for ensuring that a 
record is created for you in the HR System (HR4U).  This will automatically alert ICT Services of 
your arrival and an account (username and password) will be created that will give you access 
to the ILRI’s online resources. Your administrator will complete the ICT Service request form 
(http://ict.worldagroforestry-ilri.org/ict_services/ilri/helpdesk which provides ICT with 
additional information and details of the services you are entitled to use.  
 
Log on Details 
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Usernames and Passwords 
On arrival all staff will receive a Username, password and email address from ICT. These will 
give you access to ILRI business systems and information resources that have restricted access. 
They will take the following form: 
 Username: Initial of first name and last name e.g. IMoore (not case sensitive) 
 Email address: Initial full stop last name @cgiar.org e.g. I.Moore@cgiar.org 
 Password: a complex password as described below. 
If the username is already in use or if your culture uses different naming conventions, ICT will 
work with you to provide a relevant username and email address. 
About Logon and Expiry of Passwords 
 ILRI has a password expiry policy for 90 days and users are expected to change their 
passwords before the end of the 90 day period. 
 10 days before your password is due to expire you will receive an email notification 
prompting you to change your password. Ensure that the new password meets the 
following criteria: 
 Be a minimum of eight (8) characters 
 Contain at least three (3) of the following four (4) character types: upper case 
characters (A-Z), lower case characters (a-z), numeric characters (0-9) or 
special characters (!”@$%&*…) 
 Be different to the previous five (5) passwords used. 
How to change your password 
You can now change your password by logging in to https://owa.cgiar.org  
Instructions on how to use this service can be found here: http://ict.worldagroforestry-
ilri.org/IcrafADSelfService 
This is a self-service tool that allows you to: 
 Reset your password before it expires 
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 Registered your account by providing answers to 3 easy to remember questions. 
Once registered you will also be able to: 
 Reset a forgotten password 
 Unlock a locked account. 
 
 
Email Services  
 You shall be issued with a @cgiar.org email account (A travel box hosted at 
CGNET or one created on ILRI HQ servers) which you will use for your official 
communication. This shall be done upon receiving information submitted via our New 
User ICT Services request form by your administrator. Refer to New staff section above. 
 
 You shall be notified on the credentials on creation of the account. All mailboxes are 
protected by Messagelabs spam filter and TrendMicro antivirus solutions. For more 
information contact the ICT Helpdesk. 
 
Access to Emails can be done through Ms Outlook, Outlook Web Access or by the use of a 
mobile device. 
MS Outlook:  
 Instructions to configure your MS outlook are available on the ICT portal for your use 
and will be shared upon creation. 
 You shall be provided with the logon credentials through the administrator or ICT staff 
on your end or via you alternative Email address. NB. For travel box holders, these logon 
credentials are different from logon to ILRI Intranet and HQ corporate systems e.g. HR 
system. See Intranet for more information. 
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Outlook Web Access:  
This tool provides you with access to you emails from any computer that has access to the 
Internet. The address is https://owa.cgiar.org. You shall be provided with the logon details 
during your IT Induction.  
NB: If holding a travel box, these details are different to what you shall use to log on to the 
intranet and access other corporate applications. 
Using a Mobile Device:  
Your Email is also accessible on mobile devices that support ActiveSync. This includes most 
smartphones using Android or Windows mobile, as well as IPhones and Nokia. Each model of 
mobile device has a different set of configuration instructions. ICT is always ready to assist with 
the configuration either over the phone or via email. 
 
Internet Access 
Fast, reliable access to the internet is a high priority ICT service from all 
ILRI offices. You may be entitled to the “Internet @ Home” service, ask 
your supervisor if this applies to your position.  
 
Many researchers do a lot of travelling and we provide a service that will connect your 
computer to the internet through a modem or wireless connection when out of the office. The 
“Travellers’ Access Service” (TAS) is an IPass product that contains a list of phone numbers that 
can connect you to the internet in almost every country in the world. It also contains thousands 
of wireless hotspots that you can connect to in airports, cafés, hotels and other locations 
without having to use your credit card. The invoice for this service is sent to ICT at the 
beginning of each month for payment. Although this is a very useful service be aware that there 
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are costs involved and it is usually cheaper to purchase internet access through your hotel if 
required for any extended period of time. 
 
Please contact the ICT Helpdesk at ilrikehelpdesk@cgiar.org   
ICT SUPPORT SERVICES 
How to initiate a service request with ICT services 
Option 1:  
 Write an email to ilrikehelpdesk@cgiar.org (ILRI Nairobi) briefly describe the request in the 
subject field and details of the request within the body of the message. 
 This will automatically log a work order on our helpdesk system, in response you will receive 
a Service call number by email which you can use to follow up on the request. 
 The helpdesk administrator will allocate the request to the appropriate ICT staff who will 
then contact you for resolution. 
Option 2  
 Call the helpdesk on +254204223253 to speak to our ICT helpdesk administrator.  
 This is a busy line and may therefore inconvenience you hence it is advisable to use email 
and make calls for follow up or where necessary. 
Remote ICT Support 
For any IT related problems, send an email to ilrikehelpdesk@cgiar.org giving a brief of the 
problem. A call shall be logged onto our helpdesk system and allocated to 
the next available technician to resolve in line with the resolution times 
set but definitely in the shortest time possible. 
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Remote support is available through the use of teamviewer for more effective assistance. You 
will need to have had the teamviewer software installed on your computer and internet access 
available. 
More information on the software can be found here http://ict.worldagroforestry-
ilri.org/node/282 
 
Very Important Facts you need to Know. 
 The ICT technicians cannot connect to your machine without your authorization. 
 Your laptop/Desktop must be connected to the internet for the technician to connect. 
 For the technician to connect to your machine you will need to provide an ID NO and a 
password automatically generated (Once you install the software and launch Team viewer 
you will get a unique ID and Password Specific only to your machine.) As shown in the below 
window. 
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Installing Team Viewer 
 Download the installation and  contact the ICT helpdesk for provision of the license 
 Double click on the Installation file and follow the wizard to install. 
 
YOU MUST ACTIVATE TEAMVIEWER TO ALLOW FOR FULL FUNCTIONALITY 
OF THE APPLICATION 
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DATA BACKUP  
Backing up your critical information and data is extremely important to prevent its loss in the 
case of technical failure or loss of your computer. ICT has provided tools to all ILRI offices that 
automate the backup if your critical information to local storage which in turn is backed up and 
stored in a secure location.  
 
 
Response and Resolution Times 
Priority Level Should be 
resolved in 
Description Example Requests in this category 
1–Emergency 1-2 Hrs  Disrupted or restricted service Organization-wide, a whole wing or a 
whole floor 
 Internet is down campus wide 
 Email Server is down 
 A virus outbreak on the network 
2-High 1 day 
(24hrs) 
 Disrupted or Restricted service to a group of users  
 Disrupted service to single user that could affect a group of users 
 Finance Unit Printer is down 
 User’s PC does not have a working 
antivirus 
  
3-Medium 2 days 
(48hrs) 
 Disrupted or restricted service to an individual who cannot properly 
perform their duties without restoration of service  
 New Computer setup 
 New user account 
 Provide Telephone PN  
 Install custom software 
 Activate network point 
 Change distribution list Membership 
 Provide specifications for an IT 
equipment to be purchased by a unit 
  
4-Low 72 hours  Problem is causing inconveniences to a single user though the user can 
still perform their duties 
 User’s computer is slow 
 My monitor resolution is not very 
good 
 Change display name for an Ext 
 1 wk  This is basically anything that is not reported as a problem but as a change 
of a particular service and does not affect the operations of the centre or 
particular users 
 This depends on the enhancement and the ICT staff assigned shall discuss 
with the user to determine the length of the project.  
 Change the layout of the Telephone 
directory on the intranet 
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ILRI CORPORATE RESOURCES 
Intranet 
Our Intranet is a portal providing information and applications that are useful to all World 
Agroforestry staff and to staff from other organisations hosted on the Nairobi campus. 
We recommend that the intranet site is configured as your homepage for easy access. The 
address is http://intranet.ilri.org.  
Although you can access the intranet from any device that is connected to the internet by 
entering the link http://intranet.ilri.org in the internet browser, access is limited to ILRI staff 
and our hosted organisations. You will be prompted to enter your logon credentials. This is the 
username that you were provided with when you joined ILRI and your current password. 
Username: ILRI\Username  
Password:  
 
The available resources include:  
 Current News from ILRI 
 Medium Term Reports, The ILRI Strategy, Policies, Trip 
Reports, etc. 
 Access to all applications i.e. HR4U, Prepay, Financial 
Reporting, , ICT helpdesk link, a link to Outlook Web Access 
e.t.c 
Online Financial Reporting 
Access through the following links: 
Nairobi based staff and other regions 
http://ilrinet.ilri.cgiar.org/Finance/1402/finances.asp .  
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To log in, use the ILRI domain log on credentials provided by ICT to you in the form Imoore\Password 
For more details and any assistance you may need, contact Robert Nzioka at R.Nzioka@cgiar.org 
Human Resources System 
Access through http://hr4u.ilri.org/hr4u/default.aspx or from the Intranet Homepage, go to 
Information Systems > HR4U 
 
To log in, use the ILRI domain log on credentials provided by ICT to you in the form Imoore\Password 
 
The system allows you to: 
 View and update your personal information 
 View your employment history 
 Apply for leave 
 Apply for leave on behalf of supervisees 
 Approve leave requests 
 Run reports 
For more details and any queries on the HR system, please contact Jane Wachira at J.Wachira@cgiar.org  
 
Online Journals 
Access these through http://ejournals.ilri.org/login while off campus and 
http://infoilri.wordpress.com/ilri-journals-list/ while accessing from either campus. Use the logon 
credentials provided by ICT. 
 
For more details and any queries on the service, please contact InfoCentre-Kenya@CGIAR.ORG  
 
The ICT Portal 
This website contains everything you need to know regarding ICT Services.  
For more details and queries on the services, please contact the respective ICT helpdesks. 
Access it via http://ict.worldagroforestry-ilri.org  
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COMMUNICATION AND COLLABORATION 
Below are the conferencing facilities we offer at ILRI. 
Virtual Meeting Tools: 
Web Conferencing (WebEx) 
Web conferencing is a solution that brings people together from 
multiple locations to share information in an interactive environment 
with other users over the Internet. 
This service, which is through a subscription to WEBEX, is ideal when: 
 
 Presentations are key for the meeting and participants are dispersed but have 
internet access or can call into the meetings 
 Brain storming is part of the meeting 
 Desktop sharing is a plus to demonstrate say applications, e.t.c 
 There is need for a ‘face-to-face’ experience with video from external or internal 
webcams 
 The expense or time of travel is a consideration 
 Up to 15 dispersed participants need to join the meeting from dispersed locations 
 Certain locations have many participants who can join the meeting as one 
participant and meeting centre projected to a bigger screen  
 
How to book 
To book for this service, send an email to the ILRI ICT Helpdesk on ilrikehelpdesk@cgiar.org 
The meeting request should be done 3 days before the actual meeting. This is to confirm 
availability. 
 ILRI  ICT INDUCTION BOOKLET  
 
Skype Conferencing 
Skype is a software application that allows users to make voice calls 
over the Internet. Calls to other users within the Skype service are 
free and low-cost calling to people who don't use the service. Skype 
can be used to call Landline and Mobile phones for different 
countries but at fee. 
 
Where can you use Skype in an organization? 
 Holding meetings with people in different regions. 
 Conducting interviews. 
 Allows for desktop sharing which is useful in sharing presentations with participants. 
ICT encourages the use of Skype for Meeting, Conference and   Interviews. It’s a cheap and 
reliable way to communicate and share information. 
 
 
 
 
 
Google Applications (A new way to collaborate in 
CGIAR) 
Through a subscription of the Google applications (educational) by 
ICT-KM, ILRI staff can now make use of Google applications for communication and 
collaboration. These are: 
 Featuring:  
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 Google Docs helps you collaborate on project documents from any location. More and 
getting started 
 Google Presentations lets you create, share and edit presentations online with 
colleagues in different locations. More and getting started 
 Google Spreadsheets allows you to collaborate on project spreadsheet documents from 
any location. More and getting started 
 Google Calendar offers you a space to organize all your activities in one location and 
gives you the flexibility of sharing information with CGIAR colleagues and non-CGIAR 
Partners. More and getting started 
 Google Sites is an online application that makes creating a team website as easy as 
editing a document. With Google Sites, people can quickly gather a variety of 
information in one place.  
 
 How do I request for access to cgxchange?  
o You do not need to request for an account. Once you have network logon 
account, you can automatically logon to http://www.cgxchange.org and start 
using the applications  
 How to log on: 
o Go to www.cgxchange.org and click on sign in 
o Enter your username in the form ILRI\username and your intranet logon 
password. 
 How do I logon to gtalk? Your logon to gtalk is the first part of your 
emailaddress@cgxchange.org and your normal logon password e.g 
a.smith@cgxchange.org .  
 What if I change my network password? You will need to log on to 
http://www.cgxchange.org using your new password then logon to gtalk.  
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Click here for more FAQS about CGxchange 
Click here to go to CGxchange  
ICT AWARENESS 
 
The ICT Unit is committed to providing tips and awareness on ways to improve your 
productivity by the use of the available tools as well as updating you on the latest technology 
and tools available.This is done through the ICT Awareness initiative. Look out for our weekly 
tips! 
 
For any subject that you may need covered on the ICT regular tips, send an email address to 
icrafilriictawareness@cgiar.org  
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SOFTWARE 
 
The ICT unit provides for standard software’s and that should be installed on your machine by 
default. Any other software, if not freeware will attract a licensing fee at the prevailing rates. 
Check with the ICT unit on the special software that you need. If the licenses are available, the 
software shall be installed upon provision of a cost Centre.  
ICT Services can assist you to obtain any other software that you require to carry out your job 
more effectively.  
Below is a list of our standard software that we provide 
Standard Software Chargeable Software 
 Adobe Acrobat Reader Adobe Professional 9 – USD 158 
Eset Nod 32 Anti-virus Adobe CS4 – USD 422.81 
Microsoft office 2007/2010 Adobe Photoshop CS4 – USD 314 
Backup client Dreamweaver – USD 145.25 
Travellers Access Service (TAS/IPASS) Endnote X5 – USD 100 per license 
WinZip Adobe Illustrator CS 4 – USD 104.88 
WinRAR NXPowerlite – EURO 20 
Office Updates  
Roxio  
Sonic  
Internet Explorer  
Mozilla Firefox  
Skype   
Power DVD  
 
For any queries, clarification, kindly get in touch with the ICT at ilrikehelpdesk@cgiar.org. 
